Is Winlink a secure private messaging service? 


Q260 While monitoring transmissions from WL2K stations, | notice that the 
content appears as “gibberish”. Isn't this illegal? 

A260 The content looks that way because it is a compressed binary format 
called 

“B2F.” This format is available to anyone, so the compressed data is not 
considered 

encryption 

or illegal for radio amateurs. Additional information about 

B2F is at: 

http://www.winlink.org/B2F 

Data transferred through Winlink 2000 is not considered to be Secure. 
Data transferred through Winlink 2000 using the Keyboard method is not 
compressed; therefore it is readable by other listeners. 


Source: Winlink 2000 FAQ 
https://www.winlink.org/sites/default/files/wi2k_ faq 20150314.pdf 


RMS EXPRESS TUTORIAL 
An Introduction To Winlink2000's Program. 


II. RMS Express Overview. 

RMS Express is a Winlink 2000 (WL2K) radio email client. It is intended to be used in 
applications that need to support only a single user and call sign but it may also be used to 
access one or two preset tactical addresses or alternate call signs. RMS Express includes 
support for other methods including direct telnet to WL2K Common Message Servers (CMS). 
A. Why Winlink? 

It allows a ham to send email from any location within contact range of an RMS Hub. 

B. Why email? 

Because, in today's world, almost everybody seems to know how to write an email 
message. It allows the receiver to get the message EXACTLY as the sender intended. 
There is no mispronunciation, no misinterpretation, no mistakes that frequently happen 
with voice messages. (There's also that old adage, “If it ain't on paper — it never 
happened!”) You can send email to ANY valid email address, @xxx.com, @xxx.net, 
@xxx.gov, @co.ozaukee.wi.us. 

C. Security? 

It is relatively secure. The Federal Communications Commission (FCC) does not permit 
encryption on amateur radio frequencies. On the other hand, Winlink uses a 


compression technique that doesn't allow the frequency watcher to read the message — 
it looks like garbage. (The local Winlink guru has, for years, offered a substantial prize 
to anyone who could intercept and read a message — no one has claimed it.) 


Source: http://www.la3f.no/faste/digi/winlink/ExpressTutorial1130a.pdf 


Users think it’s secure. 
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with the RMS Express software, the Tigertronics SignaLink USB unit Enter Your E- Address 
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manner. This combination of free software and inexpensive equipment JOIN NOW 


added to your existing Amateur Radio station will allow you to send and 
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security provided by this system goes a long way toward easing the 
concerns of many regarding their personal security or OPSEC 


(Operational Security) when transmitting voice or data “in the clear” 
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XE of Mail Box Operator (MBO) Amateur radio stations which are largely 
T oe -RPEN monitored 24/7. The Winlink system is free of charge to all Amateur 


INVINCIBLE & 
FOOD STORAGE 


Source: http://www.thesurvivalistblog.net/rms-express-secure-email-over-amateur- 
radio/ 


Is Winlink being used for commercial purposes or to avoid fee based email? 


RMS owners are supposed to monitor the messages flowing through 
their server for content and legality. 
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This is the business page of KQ4ET who also owns a Winlink RMS. The contact 


information for the dive shop includes a Winlink address which 
means business is possibly being conducted over amateur radio. 


Contact Contact Form 
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Email: customerservice@diveservicesinc.com 


or kq4et@winlink.org "73" 


Source: http://www.diveservicesinc.com/contacts.html 
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CALIFORNIA 
YACHT CLUB 


CLUB ACTIVITIES 


Wine Appreciation 

Yachting Luncheons/Dinners 
Cruises 

Commodore's Cruise 

Radio Amateur Group 


RADIO AMATEUR GROUP 


The Radio Amateur Group (RAG) at California Yacht Club provides many valuable 
and interesting services to the Club and to the Community. We provide service to 
boaters and others via our free, long distance Winlink HF and VHF Email System 
We also provide communications and support for CYC Sail, Power Fleet, and 


Fee Race activities. Just as important is the CYC Amateur Radio (HAM) community 

ane that we foster and provide facilities at the club to support. The RAG has its own 

Sunday Bridge Games multi-radio HF/VHF/UHF voice, packet and data club station with a club call sign of 

Epicurean Society K6CYC, and has been in operation since 1984 

Family Activities 

Bocce Ball In 2014 the Radio Amateur Group will sponsor our sixth annual Field Day BBQ on 

Events Open To The Public Saturday, June 28 at 11 a.m. Complementary food including hot dogs 

US Sailine Team Sperry Fundraiser hamburgers and tri-tip sandwiches will be served starting at 1 p.m. Come and join 
Source: 


<http://www.calyachtclub.com/Default.aspx?p=DynamicModule&pageid=361259 &ssid=270118& 
vnf=1> 
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HAM v. SSB Frequencies (check radio is unlocked tor HAM)? 
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Source: 
<http://www.sailnet.com/forums/electronics/124634-ham-v-ssb-frequencies-check-radio- 
unlocked-ham.html> 


This is not the same as ‘free’ wifi at Starbucks. It’s using amateur radio to avoid ISP 
fees and the RMS owners are responsible for any legal entanglements. It seems some 
RMS owners and users need to be reminded. 


Date: 2015/04/29 19:17 From: W3QA Source: WEBMAIL Subject: Sysop Reminder 
--SPECIAL MESSAGE-- 
All WInlink Sysops, 


As a Winlink gateway station sysop and licensed operator you must monitor the traffic moving through 
your station. By monitoring, you can manage messages your users might create that violate the terms of 
your license. We have noted illegal content rising in recent weeks, especially for US licensees, where 
business content that benefits a licensed amateur, profane language, and certain third-party messages 
are violations of FCC rules. Please refresh yourself on your license's transmission content rules. 


In case you didn't know, you have access to a sysop-only web app that lets you view and manage the 
messages posted or delivered through your station. Here's how to access it: 


Log into the Winlink web site at http://www. winlink.org using the callsign of your gateway station. 


Click "My account" and log in. If you have never done this before, obtain your password as described 
on the login page. Once you are logged in click on the link "Sysop Message Monitor". This will list all 
current messages flowing through your station. 


If you find you have received or sent messages with prohibited Message content, follow the suggested 
actions on the app page. You can review all Sysop Guidelines at: 


http://www.winlink.org/content/join_sysop_team_ sysop guidelines 


Thanks for your generous participation and contributions to the global Winlink system! 


Lor W3QA For the Winlink Development Team 73 de w3qa Winlink Team 


